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Introduction % (g

* Highly successful work in HYCON 2 on hierarchical,
distributed and coordinated control

* Both theoretical work and on a broad range of
applications

* Show cases of control and optimization of large
complex systems

* Common thread: Using control to improve system
performance

e What next?
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Outline %CP

* Support Action CPSoS

e Systems of Systems, Cyber-physical systems, CPSoS
* Explanations

e Challenges

* Enabling technologies

* Future research topics
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Towards a European Roadmap on Research and Innovation in Engineering
and Management of Cyber-Physical Systems of Systems

Support Action CPS0S

Towards a European Roadmap on
Research and Innovation In

Engineering and Management
of Cyber-physical Systems of Systems
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Project concept (1) ‘e

* 30 month Support Action

* Will provide an exchange platform for Systems of
Systems related projects and communities

* Focus on Systems of Systems where large complex
physical systems interact with computing and
communication systems — Cyber-physical SoS

" Goal: )
Define a European research and innovation agenda
\on Cyber-physical Systems of Systems

J
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Project concept (2) %GP c

* Bridging between communities

— Systems and control

— Computer science

— Software and systems engineering

— Physics

— Tool developers (simulation, verification, software engineering)
* Bottom-up and top-down approach

— Analyse the needs in application domains

— Analyse the state of the art in methods and tools

— Integrate the two views to define the most important gaps
and actions needed

- CPSoS is supported by the European Commission under the 7th Framework Programme for Research & Technological Development (2007-2013) - ICT theme

SEVENTH IRAMIWER
PROSEARNL



Our goals o

* Establish a visionary research and development
topic — Cyber-physical Systems of Systems
— Beyond embedded systems
— Beyond classical control — and ,,networked control

— Stimulating transdisciplinary work — keep it broad but not
arbitrary

— Focus on real challenges

— Integrate new options and concepts — big data, industry
4.0
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Working Groups % (s

WG1: Systems of Systems in Transportation and Logistics

Chair: Haydn Thompson, Haydn Consulting

Members:

Carlos CANUDAS DE WIT CNRS GIPSA-Lab

Uwe CLAUSEN Fraunhofer IML & ITL, TU Dortmund University

Charles DIBSDALE OSyS (Rolls Royce)

Philippe LIATARD CEA — Leti

Antonio PASCOAL Instituto Superior Tecnico, Lisbon

Maria Victoria CENGARLE fortiss GmbH — Delegate FP7 project CyPhERS

Hermann KOPETZ Vienna University of Technology — FP7 project AMADEQOS
John AMOORE Network Rail , UK

Judith DAHMANN The Mitre Corporation, US

PUBLIC MEETING: Brussels, 11.9.2014 (at Automotive World Megatrends)
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Working Groups "SGR

WG2: Systems of Systems in Flow-connected Systems

Chair: Sebastian Engell, TU Dortmund

Members:

GAran ANDERSSON ETH Zirich

Vladimir HAVLENA Honeywell Prague Laboratory

Alf ISAKSSON ABB AB Vasteras

Patrick PANCIATICI RTE — Réseau de Transport d’Electricité
Francesco BRANCATI ResilTech SRL — FP7 Project AMADEQOS
John FITZGERALD Newcastle University FP7 Project COMPASS
Elias KOSMATOPOULOS Technical University of Crete — FP7 Project Local4Global
Stefan KRAMER INEOS Koln — FP7 Project DYMASQOS

John LYGEROS ETH Zirich — FP7 Project DYMASQOS
Radoslav PAULEN TU Dortmund

PUBLIC MEETING: October 1, ETH Zirich (jointly with DYMASOQOS)
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Working Groups "SGR

WG3: Tools for Systems of Systems Engineering and Management

Chair: Wan Fokkink, TU Eindhoven

Alberto BEMPORAD IMT Lucca

Alessandro CIMATTI Bruno Kessler Foundation

Marika DI BENEDETTO University of I'Aquila

Peter FRITZSON Linkoping University

Peter KIBBLE Atego Systems Ltd

Stefan KOWALEWSKI RWTH Aachen

Erwin SCHOITSCH Austrian Institute of Technology

Will VAN DER AALST Technische Universiteit Eindhoven

Christina DIAKAKI Technical University of Crete — FP7 project Local4Global

Peter Gorm LARSEN Aarhus University — FP7 Project COMPASS
Martin TORNGREN KTH Stockholm — FP7 Support Action CyPhERS
Michel RENIERS TU Eindhoven

Christian SONNTAG TU Dortmund / euTEXoo

PUBLIC MEETING: Bertinoro, Italy, 12.9.2014 (at iFM 2014)
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Systems of Systems %CP c

Standard Definition (Maier)

* Operational independence of the components of the overall
system

* Managerial independence of the components of the overall
system

e Geographical distribution
* Emerging behaviour
* Evolutionary development processes
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Systems of Systems %CP c

Pragmatic Definition

e Systems where most of the components have some managerial and
operational independence, but the purpose of the system is to provide a
function or service that cannot be provided by the individual systems
independently, or cannot be provided in an as efficient manner as by the
overall system.

Additional key characteristics

* The structure, the connectivity and the “membership” of the components
can change dynamically over time, components can be added or
connected and disconnected and be dynamically reconfigured.

* The system evolves continuously, components are added, modified while
the system is in operation.
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Cyber-physical Systems %CP c

Standard definition

e Tight interaction of physical systems and real-time computing
* More than embedded — connectivity, larger scale

* Computer science: Cyber-physical systems are about control

Our definition

* Large complex physical systems that are interacting with a considerable
number of distributed computing elements for monitoring, control and
management which can exchange information between them and with
other CPS and with human users

* Physical connections between the subsystems

* Exchange of information can be subject to failures or be restricted by
bandwidth limitations.
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Cyber-physical Systems of Systems ".‘(‘4%5

Cyber-physical systems of systems are CPS with these features:

* Large, often spatially distributed physical systems with complex
dynamics

* Socio-technical systems
* Distributed control, supervision and management
e Partial autonomy of the subsystems

* Dynamic reconfiguration of the overall system on different time-
scales

* Possibility of emerging behaviours
* Continuous evolution of the overall system during its operation.
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Significant number of interacting components that are (partially)
physically coupled and together fulfill a certain function, provide a
service, or generate products.

The components can provide services independently but the
performance of the overall system depends on the “orchestration”
of the components.

After a removal of some components, the overall system can still
fulfill its function, with reduced performance.

The physical size or geographic distribution of the system is not
essential but its complexity and the partial autonomy of the
components.

Examples:

— Rail transport systems, power plants, production facilities, gas pipeline
networks, container terminals, road transport, supply chains ...
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* Not performed in a completely centralized or top-down
manner with one “authority” providing all the necessary
control signals but with distributed decision power

e CPSoS are not about “everything communicating with everybody”.
Communication is usually not “open” in the sense that data can be
seen by “everybody” via the internet. Rather access will be strongly
restricted and security against unauthorized access is a major
system design issue.

* Drivers are economic, social and ecologic.
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Partial Autonomy ’?,‘Océ:os

* Independent ability of the components to provide certain
services

e Partial autonomy of the control and management systems of
the components

* Subsystems can exhibit “selfish” behaviour with local
management, goals, and preferences.

e Autonomy can result from human users or supervisors taking
or influencing the local decisions.

* Ranges from a (possibly multi-layered) hierarchy to a fully
decentralized structure where only technical constraints and
economic incentives connect the subsystems.

* The “managerial element” of the components goes beyond
classical decentralized control.
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e Addition or removal of components on different time scales,
depending on the nature of the system

* Changes of the way the system is operated.

* Includes systems where components come and go (like in air
traffic control) as well as the handling of faults and the change
of system structures and management strategies following
changes of demands, supplies or regulations.
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Emerging Behaviour % (o

* Occurrence of pattern formation, oscillations and instabilities
on the system level

* Not anticipated in the design
* Usually not intended in technical systems

* Computer science: simple feedback phenomena and design
flaws mixed up with emerging behaviour

* Analysis of the possiblity of emerging behaviours is a
challenge
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Continuous Evolution % (g

Systems operate and are continuously improved and modified
over long periods of time.

The infrastructure “lives” for 30 or more years, and new
functionalities or improved performance have to be realized
with only limited changes of many parts of the overall system.

Management and control software has long periods of
service, while the computing hardware base and the
communication infrastructure change much more rapidly.

Engineering is re-engineering and takes place at run time.
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Challenges of CPS0S .(:5_1.%5

* The size of the system and the “ownership” do not permit a
“top-down” control and management structure

e Partial autonomy of (some) system elements
— Local optimization rather than local reference tracking
— Possibly erratic behaviours due to human intervention

— From an outside view, autonomy and uncertainty cannot be
distinguished A distributed control and optimization under uncertainty

* Full scale “flat” verification or proof of stability impossible

— Layered approaches
— Assume/guarantee or contracts

— Abstractions — well understood for discrete systems but not for
continuous ones
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Challenges of CPS0S "SGR

* Handling faults and abnormal situations

— Average system performance and user satisfaction are strongly
determined by the effect of faults and abnormal situations on the system
* Failures and degradation of components
* Human errors or lack of compliance or performance
e Extreme conditions
e Accidents
— Error handling is a multi-layer phenomenon A trans-layer design
— Early detection is crucial A data analysis, e.g. in road traffic

— Enormous challenge in modelling and simulation and design

- CPSoS is supported by the European Commission under the 7th Framework Programme for Research & Technological Development (2007-2013) - ICT theme

SEVENTH IRAMIWER
PRDSEANND



Challenges of CPS0S "SGR

* Multi-scale multi-system simulation needed

Object-oriented “plug and play” modular modelling
Dynamic reconfiguration (cf. flare system)

Reconfiguration of the level of detail to reduce the computational load

High performance numerics

e CPSoS are human controlled

Humans are an important (dynamic and uncertain) element of the
system

Interaction of physical systems, algorithms, and humans
Social phenomena have to be considered
Division of tasks, synergetic collaboration, MMI
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Challenges of CPS0S % (g

* Systems operate and are continuously improved and modified
over long periods of time.
— No clear sequence design — operation.
— Continuous engineering at runtime.

— Waterfall “Requirements — modelling — model-based design — verification —
commissioning” not applicable.

— Legacy elements may be insufficiently described.
— Need for “Plug and play” — complex interfaces
— Verification and validation when components are added / modified

* Emerging behaviours

— How to predict system-wide effects like event cascades or system-wide
oscillations?
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Challenges of CPS0S

.'Q OS
* “Cognitive” CPSoS
— Enormous amounts of data available
— How can it be used during operation?
e State monitoring and early fault detection
* Detecting similar patterns and identifying “good” reactions
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« Communication technologies and communication
engineering A where is co-design needed?

 Computing technologies, high-performance and
distributed computing

* Human-machine interfaces
* Dependable computing and communications
e Security of distributed and “open” systems
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Research Areas 4

TOOLS

* Modelling, large-scale faithful simulation, and validation
verification of key properties of heterogeneous cyber-physical
systems of systems

Integration of highly accurate models from different domains
Global high-level modelling including stochastic phenomena

Integrated models that include the behavior of communication
systems

Modelling of the behavior of the users and supervisors
Model reconfiguration, model consistency and integration

* Requirements engineering and model-based engineering over
the system’s full life-cycle

* Productive integrated development environments
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Research Areas 4

MANAGEMENT AND CONTROL METHODS

* Distributed (“agent-based”) autonomous decision making and
control and coordination of independently controlled
uncertain subsystems

— Population control, coalition games, market-based methods, ...

* Adapation, plug-and-play

* State monitoring, maintenance planning and fault detection

* Exception handling /fault mitigation on the system level

* Collaborative, possibly multi-objective decision making by
computer systems and humans, including filtering and
appropriate presentation of information to human users
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Research Areas .

SYSTEM-WIDE PROPERTIES

 Stability, structure formation and emergent behaviour in large
distributed systems

* Reconfiguration, replacement of components and integration
of new elements

* \Verification and validation of dynamically changing systems

* Large-scale online data analysis and feature extraction
(“artificial cognition”) for the analysis and the dynamic
management of systems of systems

e Trustin large distributed systems
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Cyber-physical systems of systems require a multi-disciplinary approach!

The behaviour of the physical part of the system must be modelled,
simulated and analysed using methods from continuous systems theory,
e.g. large-scale simulation, stability analysis, design of stabilizing controls

Methods and tools from computer science for the modelling of distributed
discrete systems, for verification and testing, assume-guarantee methods,
contract-based assertions etc. are indispensable to capture both the
behaviour on the low level (discrete control logic, communication, effects
of distributed computing) and global effects, in the latter case based on
abstract models of complete subsystems.

Logistic models as well as models and tools for performance analysis of
discrete systems are needed for system-wide performance analysis.

Theories from physics, e.g. structure formation in large systems, and from
economics and social science (market mechanisms, evolution of beliefs
and activity in large groups) may also prove to be useful.
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Think Big! "SGR

e CPSoS are everywhere around us, let us contribute to make
them better, not only on the level of individual control loops
but also on the system level:

— Design optimization, validation and verification, optimal operation
— Continuous and discrete dynamics, logistic optimization

— Physics and (bio)chemistry, humans, computer and communication
systems, and algorithms

— Technical, economical and social quality.
* Take a broad view on all elements and their interaction!
* Being the owl of Minerva is not enough!

”One more word about giving instruction as to what the world ought to be. Philosophy in
any case always comes on the scene too late to give it... When philosophy paints its gloomy
picture then a form of life has grown old. It cannot be rejuvenated by the gloomy picture,
but only understood. Only when the dusk starts to fall does the owl of Minerva spread its
wings and fly” —G.W.F. Hegel, Philosophy of Right (1820)
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