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Motivation: Adversary Control for Frequency 

Instability in Distributed Power Systems 
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Adversary Attacks at Communications Network of the  

«Transmission and Distribution Control Center» 
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u: disturbance 

Lygeros et al, ACC09 
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Frequency Control |Δf|<1.5 Hz 

Otherwise 

Load shedding 

Generator tripping 

: 

: 

System Blackout 
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Adversary Control: Computation of optimal u, such that the system’s state vector to be 

found outside of its safe operating region (relative to its frequency) 
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System 

State 

Constraints 

Control 

Command 

Constraints 

Optimal Feedback 

Control Objective 

1) Ensure invariance of set 

2) Drive x to 0 at the 

    fastest possible rate 

Adversary 

Control 

Objective 

Compute u: such that state vector x exits 

as fast as possible from set   
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Control 

Adversary 

Control 
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Conclusions 
 

If the Adversary Controller has access to: 

1) the description of the system’s dynamics 

2) the state vector measurements 

3) the feedback control policy 

4) the system’s state and input constraints 

Then an optimum adversarial strategy was provided 

 

Issues of future interest 

1) State vector measurement uncertainties may be used in a 

game-approach (between feedback and adversary control) 

2) System Parametric Uncertainty 

3) MIMO systems 

4) Nonlinear systems 
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